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Anomaly event-driven based cluster

topology detection algorithm

YONGXIONG ZHANG', LIANGMING WANG?,
DonNG Lr1?

Abstract. It is a hot topic in wireless sensor network to effectively use the energy of sensor
nodes and improve the probability of anomaly event detection. To this end, the Anomaly Event-
Driven Based Cluster Topology Detection (AED-CTD) algorithm is proposed. The AED-CTD
algorithm establishes a cluster through the location of the anomaly event, and then detects the
event by the nodes in the cluster. When establishing clusters, the detection probability of nodes
to events and the residual energy of nodes are considered. Only the nodes with the residual energy
greater than the energy threshold can join the cluster. At the same time, the dynamic energy
threshold is used to balance the energy consumption. The experimental data show that AED-CTD
algorithm has a low missed detection rate. At the same time, the energy consumption of AED-CTD
algorithm and CCM and GEP-ADS algorithm is reduced by nearly 4.1% and 5.8% respectively.
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1. Introduction

Wireless Sensor Networks (WSNs) has been widely used in various applications
[1-3], such as environmental monitoring, health care and battlefield investigation.
WSNs realize the monitoring of the application environment by sensing the envi-
ronment data in real time through the sensor nodes. Detection of anomaly events
is one of the most important applications of WSNs[3]. In case of anomaly events,
such as fire, pollutants leakage, the sensor nodes will timely sense the anomaly event
location, and transmit this information to sink. However, due to the disturbance of
the external environment and the influence of the characteristics of the sensor nodes,
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the missed detection of anomaly events may occur. Among them, the sensor nodes
are limited in their own resources, such as storage capacity, data processing capacity
and especially energy constraints. Since WSNs are often deployed in the field severe
environment, it is not operable to recharge the energy or replace the battery for
the sensor nodes [5]. Therefore, reducing the energy consumption of sensor nodes,
increasing the energy utilization rate of nodes, and prolonging the detection time
of the environment have become research priorities of WSNs. Reference [6] uses
machine learning algorithms to detect anomaly events and cluster the sensor nodes
through k-Nearest Neighbor algorithm. In Reference [7], the descent iteration algo-
rithm is used to detect anomaly events, and the detection probability is improved
by adjusting the parameters. However, these detection algorithms do not take into
account the problem of node energy. To solve the problem of anomaly events de-
tection, an Anomaly Event-Driven Based Cluster Topology Detection (AED-CTD)
algorithm is proposed in this paper. The AED-CTD algorithm first calculates the
detection probability of sensor nodes for anomaly events, and then establishes a
cluster through this probability and the residual energy of the nodes. That is, each
event corresponds to one cluster, which is responsible for the detection of anomaly
events.

2. GDET-CH algorithm

Upon detection of anomaly events, it will sense the environmental data and
transmit the data to sink, as shown in Figure 1.
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Fig. 1. Data transmission routing

Refer to the energy transmission model shown in Figure 2, Figure 2 (a) indicates
the transmitter module and Figure 2 (b) shows the receiver module. The total
energy consumed per bit in transmission is Ejp;, as shown in Formula (1):

Eyip = = (1)
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Where, Pp, is the energy consumption of the amplifier unit, P, is the energy
consumption of the receiver circuit unit, and R} is the data transmission rate.
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Fig. 2. Energy transmission module

And Ppy4 can be defined as:
PPA:(1+a)Pout- (2)

Where, a = (§/n) —1. & is the peak-to-average ratio, 7 is the energy consumption
rate of the wireless frequency power amplifier, and P,,; is the transmitting power,
which is defined as shown in the Formula (3):

(47d)?

Pt = EyRy————
¢ v Ry EReRY

MNy . (3)
Where, Ej, represents the energy consumed per bit received by the receiver, and d
is the transmission distance. Gy and G, respectively indicate the gain of transmitting
and receiving antenna. A is the carrier wavelength, Ny represents the receiver noise,
and Ny = N, /N,. M, is link additive noise.
The definition of reference variable p is as shown in Formula (4):

(4m)”

(1t Br, )
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MyNy . 4)

According to the Formula (11), it can be known that Pp4 = pd?. In addition,
the power consumption of the transmission circuit is further divided into the power
consumption of the transmission and receiving circuit, that is P, = P,¢; + P.rp. The
definition of P, is as shown in Formula (5).

Pctx - PDAC + Pfilt + Pmia; . (5)

Where, Ppac, Pra: and P, are respectively the power consumption of the
D/A converter, filtering and mixer modules.
The definition of P, is shown in Formula (6).

Pty = PLya + Prra + Priz + Pape - (6)
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Where, Pyna, Prrpa and Papc are respectively the power consumption of the
low noise amplifier, the intermediate frequency amplifier and the D/A converter.

3. AED-CTD algorithm

Considering the random distribution of n nodes in the sensing area of A x B. At
the initial stage of deployment, each sensor node has a certain data processing and
communication capability. It is assumed that S is the set of all the sensor nodes
within the network, as shown in Formula (7):

S={51,82,--,5.}. (7)

Where, S; represents the ith sensor node.

Orienting at specific event and choosing a cluster of nodes to detect the event
has become one of the research hotspots in WSNs. One of the core tasks of sensor
nodes is to monitor and collect important sudden event information.

It is assumed that k events occur at the time ¢, and the location of these events is
known. To this end, it is assumed that the locations of these events are respectively
expressed as (eﬁ,, eg), and £ ={1,2,--- ,k}. (es,ey) represents the two-dimensional
coordinates of the event.

The AED-CTD algorithm is based on events and to establish cluster nodes that
can sense the event. The cluster nodes are established mainly through the distance
from the occurrence of events, and then the probability of event sensing is established

by distance. Finally, the cluster nodes are formed according to the probability.
3.1. Cluster nodes

In order to simplify the description, it is assumed that the cluster nodes at the
time ¢ consist of n; sensor nodes, and between different clusters, ny is different. At
the same time, it is assumed that the k events occurring at the time ¢ form & clusters.
The definition of the sensor node set N¥ of the ith cluster is shown in Formula (8):

Nl ={stle=1,2,--- ,n}} . (8)

Where, né represents the number of sensor nodes of the ith cluster.
In addition, all clusters formed at the time ¢ do not overlap each other, that is:

NY:NN2;n---NNF, €. (9)

The purpose of the AED-CTD algorithm is to establish & clusters of the events
combined with the node sensing probability.

3.2. FEvent sensing probability

When the cluster is established, the distance from the sensor node to the location
of the event is first considered. It is assumed that the location of the ¢th event is
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(ei,eg), and ¢ = {1,2,--- ,k}. The location of the sensor node S; is (s;, s;), the

distance d (¢,¢) from the node \S; to the event ¢ is:

a(t,i) =/ (el — s1)* + (f — 51)2. (10)

It is assumed that the sensing radius of the sensor node is R, and the sensing
range of each node is a circle that takes the node position as the center and with R
as the radius. Considering the external environment interference, there exist errors
of the sensing radius of the nodes. Assuming that the sensing error is R,,, the sensing
range of the node is shown in Figure 3.
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Fig. 3. Node sensing area

Using the probability coverage model shown in Reference [8], the probability
i (eg) of sensing event e, by the sensor node s; can be expressed as shown in
Formula (11):

0, Rs + Ry < d(£,4)
oi0(eg) =< exp (—)\aﬁ) y,Rs — R, <d(£,i) < Rs+ R, (11)
1,Rs — R, > d(¢,1)

Where, R, represents the sensing error, and o = D (¢,i) — (Rs — R,). A and 8
are respectively the system parameters used to measure the detection probability.

3.3. Emnergy factor

When choosing the cluster head, the GDET-CH algorithm fully considers the
residual energy of the node. When the residual energy E,. of the node is greater
than the threshold FEyj, it may become a cluster head. The threshold Fy; setting
plays a key role. To this end, the adaptive threshold mechanism is adopted.

First, ©» = {11,%a, -+, } is referred to indicate the scope of the node energy,
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and ¢ € [0,1]. With the proceeding of the work of the node, the energy of the node
must be reduced. In other words, at first, the threshold Ey, can be higher because
most nodes have more energy. However, after a period of time, the node energy will
decrease. If the node threshold Eyj is too high or does not change, the energy of
most nodes will be lower than the threshold Fy.

To this end, the adaptive threshold mechanism is adopted. First & thresholds are
set by v, which are respectively expressed as E},, EZ,, ---, Elt . Their definitions
are shown in Formula (12):

|91 — n
th:T7h:172a'”7h' (12)
Where, X is a adjustable parameter.
At first, E}; is used as a threshold. When all the nodes inside the network have
served as the cluster head, use th as the threshold, etc. In this way, the threshold

can be consistent with the energy consumption of the network
3.4. Cluster formation process

First define the matrix Dy of k x p dimensions, which indicates the probability
of each event occurring by all nodes, as shown in Formula (13):

o1(1,1) o01(1,2) -+ o1(l,p)
D, = 01(:2’1) Ul(:M) Ul(?’p) . (13)
or(k,1) o1(k,2) - ov(k.p)

Where, p represents the maximum number of nodes that all clusters can include,
that is p = max{ngﬁ =1,2,--- ,k}.

It can be known from the Formula (13) that, the first row of the matrix D,
indicates the probability that all nodes of the sensor node can detect the first event
location. To this end, o1 (¢) is used to represent the distance from all nodes to
the location of the fth event, that is o1 (¢) = {al(m),al(m), e ,O’l(g,p)}, and ¢ =
1,2,--- k.

Next, the AED-CTD algorithm sorts the matrix D4, in the first row, the matrix
is sorted from small distance to large distance. That is, &1 < Sort {o1()}, and
¢ = 1,2,--- k. At the same time, the ordinal number vector py() is used to
represent the ordinal number of each node. Accordingly, the sorted matrix D; is
expressed as ]51, and the ordinal number matrix is Pj.

The pseudo code in the cluster head generation process is shown in Figure 4.
First, the matrixes Dy, P; and Q, are initialized, and the vectors o7 and p; are
also initialized. Where, Q; is the node state matrix, and the dimension is k£ X p.

Then, from the first event and according to the Formula (10), the distance of
each node to the event is calculated, that is oy(1), and then sort it again. Then the
above process is repeated from second event until all sensor networks have calculated
the distance from each event.



ANOMALY EVENT-DRIVEN BASED CLUSTER TOPOLOGY DETECTION ALGORITHM (029

Next, based on the sorted matrix Dy, the first node with the largest probability
of sensing event in each row of the matrix D1 are found and included in the cluster.
Considering that each cluster includes a maximum of p nodes. In the formation of
a cluster, each cluster is considered to only include m nodes, and m < p. To this
end, a variable m is used to limit the number of nodes in the cluster.

At the beginning of the first row, the initial value of 7 is 1, and the nodes with the
residual energy greater than the threshold are included in the cluster, and add 1 to
the 7 value until 7 > m. Then, start from the second row and repeat the processes
above until k£ clusters are established.

Cluster formation algorithm

llnput: = E, E . i=12--mn
Himitial - Dy +— .0, — 4B, — ¢ p, — 4
3 forf«1tok do

4 fori«—1tondo

5 Ay Oy wheret, U calcalzred from (10)
6  end for ) )

7 Gyip, = Sort}oy .|

8 D (£)e 6,
9 P (£}« p,

11 end for
12 re1
13 forf«1to kde
14 fori«ltondo
15 if £ 2L andr < mthen
16 Ve
N, f
17 rerc+l
18 End if
19 End for
20 End for

Fig. 4. Pseudo code for generating cluster algorithm

4. Performance simulation
4.1. Simulation parameters and performance indexes

In order to better estimate the performance of GDET-CH algorithm, the simu-
lation platform is established by Matlab software. The sensing area is selected as
100m x 100m and the number of sensor nodes is 100. The initial energy of each node
is Fp = 50J. Other related energy parameters are as shown in Table 1.
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Table 1. Energy parameters

Parameter Value Parameter Value
B 10kHz Prra 30mW
Priz 30.3mW Prna 20mW
Prna 2.5mW Papc 6.566mW
Ny 10dB Ppac 15.435mW
My, 40dB My, 0.35

In addition, the occurrence rate A of anomaly events varies from 1 to 5. The
simulation time is 100 seconds, each experiment is repeated 50 times independently,
and the mean is taken as the final experimental data.

In addition, the performance of AED-CTD is analyzed by using the missed de-
tection rate and energy consumption, and it is compared with the CCM [9] and
GEP-ADS [10] algorithms. CCM and GEP-ADS are selected as references because
they are typical anomaly event detection algorithms.

4.2. Missed detection rate

The change curve of the missed detection rate with the occurrence rate of ab-
normal events is shown in Figure 5. It can be known from Figure 5 that, with
the increase of the occurrence rate A of anomaly events, the missed detection rate
is on the rise. In the range from 1 to 3 of ), the missed detection rate of AED-
CTD decreased by 40%-66.7% and 29%-55% respectively compared with the CCM
and GEP-ADS algorithms. This is mainly because AED-CTD establishes clusters
driven by event, and determines whether nodes join clusters based on event sensing
probability and residual energy, which has good detection rate.
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Fig. 5. Change curve of missed detection rate with the occurrence rate of anomaly
events
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4.3. Energy consumption

Figure 6 analyses the energy consumption of the three algorithms. As shown
in Figure 6, the energy consumption is decreasing with the increase of the missed
detection rate. When the missed detection rate remains unchanged, the energy
consumption of the AED-CTD algorithm is the least. Compared with CCM and
GEP-ADS algorithms, the energy consumption of AED-CTD algorithm decreases by
4.1% and 5.8% respectively, which is mainly because that the AED-CTD algorithm
is based on event-driven cluster, which reduces the communication cost and energy
consumption.
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Fig. 6. Change curve of energy consumption with missed detection rate

5. Conclusion

Anomaly event detection is one of the applications of WSNs. To this end, this
paper proposes the Anomaly Event-Driven Based Cluster Topology Detection (AED-
CTD) algorithm. The AED-CTD algorithm establishes clusters at the event loca-
tion. When the cluster is established, the energy of the sensor node and the detection
probability of the sensor node to the event are considered. The experimental data
show that the proposed AED-CTD algorithm reduces energy consumption and im-
proves the detection rate of anomaly events.
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